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DICH VU TUONG LUA

DIGH VU CUA

UNG DUNG WEB - VNPT CLOUD WAF

(VNPT CLOUD WAF)

( GIGITHIEU )

Dich vu VNPT Cloud WAF (Web Application Firewall) Ia mét giai phap an ninh mang dugc xay dung dua trén céng

nghé hién dai, VNPT Cloud WAF nham bao vé cac ting dung web khéi cac méi de doa an ninh mang, dong thai téi uu
héa hiéu suat va nang cao tinh san sang cua hé théng website. VNPT Cloud WAF dudc trién khai theo mé hinh cloud
vd cliing mém déo, khach hang khong can phai dau tu thém bat cif mét thiét bi phan cting hay ao héa nao dé sif dung

dich vu.

( LOIICH )

Bao Vé Hiéu Suat Ung Dung: VNPT
Cloud WAF gitp ngin chin cac tan
cong nhu SQL injection, cross-site
scripting (XSS), va cross-site request
forgery (CSRF)... giUp bao vé hiéu suat
cla Ung dung va duy tri trai nghiém
ngudi dung tich cuc.

Bao Vé Dif Liéu Nhay Cam: Cung cap
I6p bao vé manh mé dé dam bao an
toan cho d{ liéu nhay cam cua khach
hang va doanh nghiép, tranh bi mat
mat hoac ro ri thong tin guan trong.

Tiét Kiém Chi Phi va Ngudn Luc: Loai
b6 nhu ciu phai mua va duy tri phan
cling va phan mém tudng Iifa riéng 18,
giup tiét kiém chi phiva nguén Iuc IT.

( TiNH NANG NOI BAT)

Ngin Chan Cac Méi Pe Doa An Ninh:
Cung cap thuat toan phat hién va bao vé
mé dé ngin chin cac mdi de doa anninh

mang tU mudc Ung dung, gidp bao vé dir

liéu va ngudi dung.

Ting Cudng Tuan Thu An Ninh: Giup t6
chuc tuan thi cac yéu ciu an ninh va
quy dinh nhu GDPR, HIPAA, PCI DSS,
biang cach cung cap cac tinh ning bao
mat linh hoat va chinh sach an ninh tuy
chinh.

Thoi Gian Trién Khai Nhanh Chéng:
Cung cdp quy trinh trién khai nhanh
chong va thuan tién, giam thiéu thdi gian
va cong stc dit cau hinh.

Phat Hién va Ngan Chan Cac Hanh Vi
Xam Nhap: VNPT Cloud WAF s(f dung
céc k§ thuat phan tich hanh vi dé phat
hién va ngan chin cac hanh vi xam
nhap mot cach ty dong, giam nguy ¢d bi
tan céng.

uu

Tinh Linh Hoat va M& Rong: VNPT
Cloud WAF mang lai tinh linh hoat cao
véi kha nang md& rong dua trén nhu
cau, gilp té chic dé dang diéu chinh
tai nguyén theo su thay déi ctia moi
trudng kinh doanh ma khéng can phai
thay thé thiét bi hay gian doan dich vu
trong qua trinh nang cap.

Bao Cao va Thong Ké Chi Tiét: Tich
hdp cac tinh nang bao cao va théng ké
chi tiét, giup ngusi quan tri theo ddi va
danh gia hiéu suat va su an toan clia
hé thong.

Vi thé manh cta VNPT- Tap doan hang dau Viét Nam vé Vién théng va Cong nghé thong tin, c6 vai tro dén dat cong
cudc chuyén déi s6 Quéc gia; s6 hifu hé sinh thai, chudi cung Ung ICT 16n, VNPT Cloud WAF dam bao mang dén dich
vu ATTT hién dai, hiéu qua, canh tranh cho khach hang.

Better secured, Greater value
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MO HINH TRIEN KHAI

Trién khai dua trén Proxy Cé

TiINHNANG BAO VE

M3 héa Iép Ung dung Cé
Bao vé Ung dung web trudc top 10 OWASP Co
Chéng tan cong Brute Force Co
Phat hién va chdng lai hanh vi tan cong ti chéi dich vu (DoS) Céo
Gidi han tan suat truy cap ti IP ngudn Co
Quan ly ACL Blacklist & Whitelist (IP, URI) Cé
Phong chéng hanh vi do quét website Co
Chan cac luu lugng theo vung dia ly Cé
Giai ma va ma hoa lai SSL Co
Loc Iuu lugng truy cap websocket Co
Cung cap kha nang va ao dé chong lai cac 16 hdng 1-day Co

Anti — bot All bots, anomaly detection, custom CAPTCHAs &
threat response, advanced bot analytics, and more

Giam sat bang théng Cé

PHAN TiCH VA BAO CAO
Xuat bao cao dinh ky véi day du cac biéu db truc quan Co

Giao dién xem bao céo truc tiép trén giao dién quan tri, cé thé Cé
tuy chinh

CAC TiNH NANG KHAC

Kha nang md& rong linh hoat khéng lam gian doan dich vu Co

HIEU NANG DICH VU
Giéi han két ndi trén giay Tuy chinh theo nhu cau
Tap luat tuy chinh Tuy chinh theo nhu cau
Bang thong (throughput) Tuy chinh theo nhu cau

H6 trg dich vu t 24x7, qua chat, email, ticket

Better secured, Greater value




